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1 Summary

Human Interactive Proofs (HIPs) are a class of automated challenges used to differentiate between legit-
imate human users and automated, malicious robots on the internet. HIPs have many practical security
applications, including preventing the abuse of online services such as free email providers. The term HIP is
preferred in this thesis over the more common (and unfortunately trademarked) term, Completely Automated
Public Turing tests to tell Computers and Humans Apart (CAPTCHAs). HIP challenges should be easy for
a machine to automatically generate, easy for a human to solve, and difficult, or impossible, for another
machine to solve. A more detailed list of desirable properties can be found in the next section. The key to
developing a successful HIP challenge is to choose a difficult artificial intelligence problem where a gap exists
between human and machine capabilities.

Current implementations are based on hard artificial intelligence problems such as natural language
processing [88], character recognition [25], image understanding [26], and speech recognition [46]. Most
commercial implementations require the user to transcribe a string of distorted characters with background
noise. This type of HIP poses unsolvable challenges to blind users, and, for all practical purposes, can
be considered broken through techniques such as shape matching [56] [82], distortion estimation [57], and
pattern recognition [92]. For example, Moy et al. wrote a program to successfully solve EZ-Gimpy with a
99% success rate [57]. The need for a more robust and user friendly HIP arises.

While the current trend in online media is towards streaming video, the use of video in HIP challenges
has not yet been explored. This thesis introduces the concept of Video Human Interactive Proofs. In the
proposed HIP implementation, users will be prompted to view a challenge video and then appropriately
annotate (or tag) it. The challenges will be graded via exact matching of the user’s response against a
database of ground truth tags for the video. The database of ground truth tags will be populated using
numerous sources: author-supplied tags, author-supplied title, tags of neighboring videos, alternate forms of
the author-supplied tags (stemming [52] [65], synonyms, etc.), and combinations of this list. A user study
will be conducted to answer many questions that are important in the field of human computer interactions
(HCI). This thesis will evaluate and compare the usability (determined by the user study) and security



(determined by success of a database attack) of the video HIP when the different tag sources are used as
ground truth.

2 Hypothesis, Problem, or Question

In order to evaluate the success of the proposed HIP, a list of desirable properties must first be established.
Building off of suggested desirable properties from researchers at CMU [86], PARC [10], and Microsoft
Research [70], the following set of amended properties are proposed and explained:

Automation Challenges must be easy for a machine to automatically generate and grade.

Open The database(s) and algorithm(s) used to generate the challenges must be publicly available to
ensure that the difficulty of the HIP stems from a hard AI problem and not a secret algorithm. This
is in accordance with Kerckhoffs’ Principle, which states that a system should remain secure even if
everything about the system (except the key) is public knowledge [45].

Usability Challenges should be easily and quickly solved by humans. The test should be independent of
the user’s language, physical location, educational background, and perceptual disabilities.

Security The underlying Al problem must be a well-known and well-studied problem where the best existing
techniques are far from solving the problem. No-effort and brute-force attacks must not be successful.

Thesis Statement: A novel video HIP where the database of ground truth tags has been intelligently ex-
tended has better usability for humans and is at least as secure against a frequency-based database attack
than one where the database of ground truth tags consists only of author-supplied tags.

The video HIP will be evaluated against the above list of properties. It is easy to show that the video
HIP satisfies two of the properties (automation and open). The remaining two properties (usability and
security) must be evaluated through experiments.

Automation The challenges can be easily generated by harvesting videos and tags from online video
databases, or a large, local, dynamic database of videos may be used if available. The database of
ground truth tags can also be easily generated using the algorithms and procedures detailed in this
thesis. The challenges are also easy to grade using a set of well-defined scoring rules. Scores are com-
puted using exact matching of user responses against the database of ground truth tags. A functional
video HIP satisfies this requirement.

Open Challenges will be generated using videos from publicly available video databases. The algorithms
and procedures used to generate the database of ground truth tags will be thoroughly explained in this
thesis. Therefore, this requirement is satisfied.

Usability To evaluate whether the video HIP is easy for humans, 30 participants of various genders, ages,
and educational backgrounds will be asked to tag 30-50 video. The following will be recorded: time
required for the user to submit a tag and the tag which the user submits. Using this data, the pass/fail
decision of the separate sources mentioned above can be computed in a post-processing fashion. The
participants will also be asked a subjective question of how difficult the tagging task was. Note that the
users will not receive a pass/fail decision during the user study (this will be computed offline at a later
date). While the proposed video HIP is not language independent, localized versions could be devel-
oped by serving appropriate videos from localized versions of the online video database (YouTube.de,
YouTube.fr, etc.).

Security To evaluate whether the video HIP is hard for machines, a database attack will be attempted
against the video HIP. Since the underlying video database is public, attackers may attempt to replicate
the database. Online video databases index tens of millions of videos (for example, YouTube.com
indexes over 83.4 million videos as of April 9, 2008), which makes such an attack difficult. Nevertheless,
such an attack vector will be evaluated. Futhermore, attackers may attempt to utilize important facts
about the publicly available video selection algorithm and ground truth generation. Videos which will
be included in the challenges must meet certain criteria (length, appropriate content, number of tags,



popularity, etc.). A clever attacker may attempt to selectively replicate the database to reduce the
search space and to use frequently occurring tags. Such an attack will also be evaluated.

It is hypothesized that the human success rate (usability) for the control will be less than that of the extended
method and that the attack success rate (security) for the extended method will be no worse than that of
the control.

3 Prior Research on the Topic

3.1 Motivation

Early internet hackers of the 1980s are often credited with the idea of obscuring text to foil content filtering
devices. When trying to obscure sensitive data online, these hackers would use the simple technique of sub-
stituting numbers for text (e.g., I — 1, A — 4, etc.). The algorithms they used were extremely rudimentary
but would fool content filters and web crawlers. The technique was originally used to get around profanity
filters which were installed on online commenting systems and forums. These filters were extremely simple
and banned a predefined set inappropriate words. The end result was something that a fellow human could
read with a minor degree of difficulty but a computer could not. This concept eventually evolved into what
is currently known as “133tspeak” (elite speak).

With the recent massive increase in the amounts of spam being delivered to inboxes around the world,
people have been concerned with publishing their email address online. Spam bots can process thousands
of web pages per hour, scanning for email addresses in clear text. Many people have resorted to attempting
to fool spam bots by posting their email addresses in a human readable but unconventional form. For
example, the text string “kurt AT kloover DOT com” is not easily parsed or understood by spam bots
which crawl for email addresses in conventional forms. However, humans can easily identify the intended
email address. This solution is not perfect, as any text-based data that humans can easily read can also
be easily read by a machine. A simple set of regular expressions could easily match many predefined text
masquerading patterns and successfully harvest the obscured email address. Thus, a need to protect data
against automated machine processing arose.

Differentiating between a user and machine over the internet has significant importance in the fields
of internet security, artificial intelligence, and human computer interactions. Examples of where HIPs are
useful include the following applications:

e Preventing automated account registration (email, online marketplaces, etc.) [63]
Preventing artificial inflation of product ratings or voting in online polls
Preventing outgoing spam [40]

Preventing blog comment or forum spam [24]

Preventing automated mining or duplication of a website’s content

Preventing denial of service attacks against web servers [55] [44]

Preventing brute force password cracking [62] [89] [32]

Preventing phishing (acquiring sensitive information by masquerading as a legitimate service) [34]
Automating document authentication [36]

Tagging images through the use of collaborative filtering [31]

Digitizing physical books [87]

HIPs exploit the fact that many artificial intelligence problems remain unsolved. As observed by Luis
von Ahn, HIPs that are based off of interesting AI problems present a win-win situation [85]. Either the HIP
is successful and provides a method for differentiating between humans and machines on the internet, or the
HIP is broken and the underlying hard artificial intelligence problem is also solved. The struggle between
researchers and attackers continues to evolve this set of dynamic problems and advance the field of artificial
intelligence.

HIPs have received criticism from the HCI community [53] [15]. Unfortunately most web users are
unaware of the reasons why the websites are forcing them to pass these “annoying” challenges. Some HIPs



are extraordinarily difficult and continue to frustrate legitimate users. For example, Yahoo! discontinued
the use of the Gimpy HIP due to a slew of user complaints. Users with perceptual disabilities have an even
larger disadvantage against HIPs. The key to developing a successful human verification technique is to
correctly balance security, usability, and accessibility.

3.2 Theory Base for the Research

In 1950, Alan Turing provided an operational definition of intelligence using the imitation game [83]. The
Turing test is administered by a human judge and taken by a human participant and a machine participant,
both of which attempt to appear human over a text-only channel. If the human judge cannot reliably
determine which participant is the machine and which is the human, the machine is said to have passed the
Turing test. Literature describes a reverse Turing test as a test in which any of the above roles have been
switched. HIPs are a slight modification of a reverse Turing test, where the challenge is administered by a
machine and taken by a human. The burden is on the human participant to convince the machine that he
is human. Furthermore, the challenge should not be solvable by any machine. Notice the paradox that this
creates: the machine can automatically create, administer, and grade a test that it itself cannot pass [86].

In order to retrieve neighboring videos, a small amount of information retrieval theory will be used.
Mathematical information retrieval models can be separated into 3 categories: set-theory, algebraic, or
probabilistic. The most common information retrieval model is a model based on set-theory operations
(union | J, intersection (). However, the standard boolean model is often criticized: [77]:

1. Queries are often difficult to formulate for untrained or unexperienced users. Well formulated queries
are more of an art than a science.

2. Tt is impossible to control the number of results from a query. Some queries may return no results

while others may return an unmanageable number of results.

Returned items cannot be ranked. All items returned are presumed to be of equal importance.

Weights cannot be assigned to documents.

5. Results can be counter intuitive. For example, consider the query “A or B or ... or Z”. Documents
which matches all of the terms in the query are labeled with the same importance as documents which
match only a single term. Similarly, the query “A and B and ... and Z” will only return documents
which match every single term and not return a document which matches all but 1 of the terms.

W

To overcome these shortcomings, extended boolean models have been proposed and evaluated [48]. These
models require weights to be assigned to the query terms. A form of approximate matching will be used to
retrieve the tags neighboring videos. It is also important to note that YouTube provides a mechanism to
retrieve related videos using a proprietary search algorithm [93]. Since no public definition exists on how
related videos are selected, it remains difficult to formally evaluate this feature.

3.3 Prior Work

While often uncredited, Moni Naor was the first to informally define the concept of online human verification
[59]. In a 1996 unpublished draft, he theorized nine possible sources for HIPs which can be separated into 3
logical categories:

Text Based HIPs (Hard AI Problem: natural language processing)

1. Filling in words Given a sentence without a subject, select which noun best fits the sentence.
2. Disambiguation Given a set of sentences with a pronoun, determine what noun the pronoun
refers to.

Image Based HIPs (Hard Al Problem: understanding semantic content in images)

3. Gender recognition Given an image of a face, determine which gender it is.
4. Facial expression understanding Given an image of a face, determine the mood of the person.
5. Find body parts Given an image of a body, locate a certain body part.



6. Deciding nudity Given several images, determine which image contains the nude person.

7. Native drawing understanding Given an image, determine what the subject of the image is.

8. Handwriting understanding Given an image of a handwritten word with noise added, transcribe
the word.

Audio Based HIPs (Hard AI Problem: understanding spoken languages)

9. Speech recognition Given a clip of spoken audio, transcribe the text.

It is important to note that all popular HIP implementations that have been suggested in the past 12 years
of literature have been either based on, or are a slight variation from, the above list. Therefore, existing HIP
research can be classified into one of the above three logical categories.

3.3.1 Text Based HIPs

An important distinction must be made between true text based HIPs and image based HIPs containing
text. Text based HIPs include challenges that are rendered in standard character encoding schemes, such as
ASCII. The text appears as normal, inline text on a web page. Humans who are both blind and deaf still
frequently use the internet through the aid of Braille readers [61], but are often locked out of many services
which rely on HIPs which do not fall into this category. The HIPs in this category are the only ones that
can pride themselves on being truly accessible to all humans regardless of perceptual disabilities.

The problem with developing such HIPs is that they are extremely difficult to automatically generate.
Common techniques utilize a finite set of phrase templates in which variables are substituted. This finite
set of templates increases the likelihood of a successful attack. HIPs of this type are also vulnerable against
machine attack because they do not require any audio or image understanding abilities. This type of HIP
only requires a trivial amount of natural language processing. Due to this, very little research has been
devoted to this type of HIP.

At the HIP 2002 workshop, the concept of text-based HIPs was presented in two extended abstracts
[39] [66]. Several months later in a preliminary manuscript, the benefits and difficulties of constructing a
Natural Language CAPTCHA (NLC) [38] were explored. A NLC could be presented in a variety of formats:
rendered in an image, spoken as audio, or in plain text. When presented in plain text, it could be solved
by users with visual and/or hearing disabilities. While the appeal of a NLC is strong, the author was not
able to find a suitable generation algorithm, and further warns that a NLC based on recognizing coherent
natural language is most likely impossible using current models of natural language.

In 2004, researchers attempted to use word-sense ambiguity to construct a HIP [14], similar to Naor’s
2nd recommendation. They attempted to exploit the fact that different words can have similar meaning,
depending on the surrounding context. They also showed that it is possible to use input from previous tests
to train the underlying linguistic model (similar to collaborative filtering).

In 2006, a natural language HIP was presented that required the user to determine the funny knock-
knock joke out of a set of 3 jokes (1 real and 2 constructed jokes) [88]. While it was demonstrated that a
gap between humans and machines did exist, a machine can pass such a challenge with 33.3% by random
guessing. Requiring a user to successfully pass such a challenge twice in a row (serial repetition) drops the
machine success rate to 11.1%, but this is still unacceptably high.

The question of whether any other hard AI problem exists that is expressible in natural language and
fits the requirements of a HIP remains open.

3.3.2 Image Based HIPs

By far the most popular media format choice for HIPs has been images, specifically those containing strings
of distorted text (a variation of Naor’s 8th recommendation).

In 1997, one year after Naor’s recommendations, AltaVista developed the first concrete implementation
of a HIP. AltaVista had recently been receiving many automated URL submissions to their search engine
database by spam bots. A group of researchers from the Digital Equipment Systems Research Center were
contracted to develop a solution to prevent such an attack. To combat this, the team of developers created



an image based verification system based on Naors suggestion of recognizing handwritten images. However,
they soon realized that although an image containing text was a step in the right direction, it could easily be
foiled by use of OCR software. Optical Character Recognition (OCR) software is designed to translate images
of text into a machine editable form. The team researched the limitations of scanners with OCR, capabilities,
and exploited the weaknesses of the OCR systems when rendering their HIPs. In order to improve OCR
results, the manual suggested using similar typefaces, plain backgrounds, and no skew or rotation. To create
an image that was resilient to OCR, they did the exact opposite of the suggestions.

In the summer of 2000, Yahoo! began to experience a similar problem where their chat rooms were
being spammed by chatbots. Dr. Udi Manber, Yahoo!’s chief scientist, contacted researchers at Carnegie
Mellon University to develop a solution to this problem. This request gave birth to the CAPTCHA project,
which was led by a cryptographer and theoretician Manuel Blum and his graduate student, Luis von Ahn.
Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA), a play on the
word “gotcha”, is defined as any automated, pubic method for differentiating between humans and computers
on the internet. The trademarked acronym has become widely used, however the term HIP is preferred here.
The CMU team is credited with the first formal mathematical definition of the problem [85].

Meanwhile, researchers at Georgia Institute of Technology developed similar technique as CMU. A string
of characters is rendered into an image form which humans can easily transcribe through the use of human
pattern recognition skills, but an automated robot (a Turing machine) cannot [90]. They compared the
problem to a one-way trapdoor (non-reversible) hash function, which they termed a Turing-resistant hash.

In 2001, researchers at the Xerox Palo Alto Research Center and the University of California at Berkeley
synthesized low quality images of machine printed text using a range of words, fonts, and image degradations
[29] [5]. Following Baird’s quantitative stochastic model of document image quality [3] and a list of problem-
atic OCR examples [58], noise was introduced into the rendered strings by using a set of image-degradation
parameters.

A couple of years later, again at the University of California at Berkeley and the Xerox Palo Alto Research
Center, a reading based HIP known as BaffleText was developed [25] [7]. BaffleText exercised the Gestalt
perception abilities of humans. Gestalt perception states that humans are extremely good at recognizing and
understanding pictures despite incomplete, sparse, or fragmented information. Again, Baird’s model was used
to apply three types of mask operations to binary images: addition, subtraction, and difference. Addition is
the equivalent of boolean OR, subtraction is equivalent to NOT-AND, and difference is equivalent to XOR.
A significant contribution was the use of pronounceable, non-dictionary character strings. The character
strings were generated by a character trigram Markov model which was trained on the Brown corpus [47].
This prohibits a simple dictionary attack while still being somewhat user friendly.

Typically, OCR systems separate the recognition task into two sub tasks: segmentation and classification.
In 2003, researchers at Microsoft Research argued that the segmentation task is much more difficult than the
classification task for OCR systems. They developed a HIP which represent hard segmentation problems, as
opposed to hard classification problems [80]. Another contribution was the observation that HIP researchers
have the advantage in the battle against HIP attackers. This is because HIP generation is a synthesis task
while attacking a HIP is an analysis task. Analysis is orders of magnitude more difficult than synthesis,
especially during lossy synthesis. In the synthesis task, the researcher has the ability to use randomness and
creativity, whilst in the analysis task, the attackers are tightly constrained by the decisions made by the
creator.

Building off of the idea that segmentation is more difficult than recognition, ScatterType was developed
at Lehigh University [9] [11] [8]. The challenges are pseudorandomly generated images of text which has
been fragmented using horizontal and vertical cuts and scattered using horizontal and vertical displacements.
To defend against dictionary attacks, the text strings are English-like, but non-dictionary words (similar to
BaffleText). A human study was performed and showed that human legibility averaged 53% and exceeded
73% on the easiest challenges.

A formal study of user friendliness for transcription tasks was conducted at Microsoft Research [22] [20]
[21]. They studied the effects of varying the distortion parameters and attempted to determine the optimal
parameters where the HIPs prove hard for machines but easy for humans. As researchers found in the past,



the most effective HIPs are segmentation based challenges, which continues to be a computationally difficult
task.

In 2006, a formal evaluation of string generation methods was conducted at Avaya Labs [13]. The three
main challenge string generation choices were considered: dictionary words, Markov text, and random strings.
The authors argued that all of the existing models exhibit substantial weaknesses. It was suggested to use
consonant-vowel-consonant (CVC) trigrams of psychology as an improvement to the Markov text model.
The three original methods and the improved method was evaluated using the ScatterType system [12] to
determine the correct balance of image degradations and familiarity.

A researcher from the National Chengchi University in Taiwan has developed an interesting HIP reading
challenge using textured patterns [49]. Instead of rendering characters in a different color than the back-
ground, the foreground is rendered as a different texture as the background. Humans have a relatively easy
task of reading the textured text from the image. As stated before, segmentation continues to be the more
difficult task for most OCR systems. Segmenting such an image is extremely hard because the texture of
the characters must be analyzed.

Researchers at the University of Buffalo, CEDAR have contributed a great deal of research building off
of Naor’s 8th recommendation (“Handwriting recognition”) [72] [73] [74] [75] [76]. Features are removed
and non-textual strokes/other noise is added to images of handwritten words, while preserving Gestalt
segmentation and grouping principles. Attempts at attacking the HIP using state of the art handwritten
word recognizers yields a success rate of less than 10%, while the accuracy of human readers is over 75%.

However, requiring a user to recognize characters is not the only reliable image based method. Semantic
image understanding tasks have also been proposed. Researchers from the University of California at Berkeley
investigated a set of three image recognition tasks [26] [27]:

1. Naming images Determine the common term associated with a set of 6 images
2. Distinguishing images Determine if two sets of images contain the same subject
3. Identifying anomalies Identify the “out one out” from a set of 6 images

Note that the excellent work presented by Chew and Tygar (specifically the “Naming images” task) served
as a major inspiration for the video HIP. The problems which affected human performance were evaluated
and tested during an in-depth user study. Two formal metrics for evaluating HIPs were also proposed as
well as attacks on the three image recognition based HIP implementations. The first metric evaluated HIP
efficacy with respect to the number of rounds of a HIP and the second metric measured the expected time
required for a human to pass the HIP. Further details can be found in the appendix of [27].

In late 2003, researchers at Microsoft Research argued that the most familiar objects to humans are
human faces. They developed a HIP designed to confuse face recognition algorithms while still being easy
to use [68] [69] [70] [71]. The images are automatically synthesized from facial models, but end up looking
rather eerie to many users. For this reason, the system was never adopted.

An novel approach to image based HIPs was presented by researchers at the University of Memphis where
they used a 3D model to generate a 2D image based HIP [43]. Random rotations, distortions, translations,
lighting effects, and warping were applied to the 3D model to result in a 2D image. After these manipulations,
the image is displayed to the user who is prompted to determine the subject contained in the image. By
rendering and morphing the images from models, the image database is infinite in size. However, the down
side is that the user must choose a label from a fixed, finite set of approximately 30 words. While the test
data is infinite, the subject selection is severely limited.

An interesting attempt was made to harness the faults in the human visual system [17]. Optical illusions
occur due to failures in our visual system or brain and make us see and believe something that in fact is
not true. Conventional machine vision systems do not suffer from such visual illusions (but some have been
specifically designed to). All existing HIPs have been problems where humans have surpassed a machine’s
abilities. However, visual illusions present a situation in where the visual system fails in comparison to
machines. This gap, albeit a negative gap, can still be exploited in the form of a HIP.

Building off of Chew’s approach, a robust image based HIP was developed in 2005 [33]. The system,
called IMAGINATION, performs controlled distortions on randomly chosen images and presents them to



the user for annotation. The distortions are chosen to have a negligible effect on human performance, while
simultaneously confusing content based image retrieval systems. The word list was carefully chosen to avoid
ambiguous labels while still providing security against attacks.

A similar approach to a face recognition based HIP was developed in 2006 by researchers at George
Mason University [54]. Photographs of human faces were mined from a public database and distorted. The
user is then prompted to match distorted photographs of several different humans. This HIP has the bonus
of being completely language independent (not counting the minute amount of textual instructions required
to complete the task).

A recent image based HIP, also by Microsoft Research, prompts the user to identify images of cats from
a set of 8 images of cats and dogs [35]. The task is remarkably simple, yet continues to baffle even the
best attempts using computer vision and content based image retrieval. However, the one downside of
the approach is that the underlying image database has not been publicized. Through a partnership with
PetFinder.com, Microsoft is able to harness the power of their large database of manually labeled images.

3.3.3 Audio Based HIPs

Automatic speech recognition (ASR) is severely affected by background noise, music, or other speech while
human perception of speech in a noisy environment is very robust. In fact, humans need only a signal-to-
noise (SNR) ratio of approximately 1.5 dB to recognize and understand speech [81], while even the most
state of the art ASR systems require a SNR between 5 and 15 dB [84]. This large gap between human
perception and ASR systems provides a great opportunity for a HIP.

At the First International Workshop Human Interactive Proofs [16], two audio based HIPs were presented:
one by a team from Bell Laboratories [51] and one by Nancy Chan of the City University of Hong Kong
[18]. Chan’s system overlaid white noise and other distractions onto a clip of spoken text to baffle ASR
systems. The team from Bell Labs also chose to exploit the gap between humans and machines in natural
language processing. Answering a simple spoken question requires processing the audio stream as well as
understanding the semantic meaning of the question. A further analysis of 18 different sets of distortions on
speech data was later performed at Bell Laboratories [46].

A year later, Chan attempted to break the audio based HIP using a Hidden Markov Model (HMM)
[19]. While the results demonstrate that a small gap does exists in the understanding of synthesized speech
with background noise, the gap is so small that Chan actually discourages against building audio based HIPs
until the naturalness of synthesized speech improves. It seems that this recommendation carried a significant
amount of weight, and very little research was performed in the area of audio based HIPs until 2007.

A new research group from the Sharif University of Technology has recently begun publishing papers
in the area of HIPs. Their approach to audio based HIPs is very similar to the Bell Labs approach from
2002. They suggest creating a large database of question template which are then rendered into an audio
clip using a Text-To-Speech (T'TS) synthesizer [79]. An example question from this HIP: “There are 5 cats, 3
apples, and 4 dogs on a table. How many pets are there on the table?”. This challenge is trivial for humans,
but computers would be required to possess three difficult abilities: speech recognition, natural language
processing, and reasoning. The problem with such a HIP is that the templates for the questions must be
manually generated (even if random values can be substituted into the templates). The list of possible
challenge questions is therefore finite and prone to attack. They have also applied such a technique in the
application of mobile phones [78].

3.3.4 Hybrid HIPs

In January 2005, researchers thought that current HIPs were too demanding of legitimate human users.
Instead, they proposed Implicit CAPTCHAs which require as little as a single click [4]. Implicit CAPTCHAs
are carefully woven into the expected sequence of natural browsing events. The challenges are so elementary
that a failed challenge indicates an attempted bot attack. The authors suggest disguising necessary browsing
links in images and claim that bots would not be able to find these hidden links. While the usability of
the system is attractive, the system could easily be attacked on a case-by-case basis. Furthermore, it would



likely be susceptible to replay attacks, where the attack manully solves the challenge once and then replays
the challenge as many times as necessary. This type of HIP may work for low traffic or low value services,
but it would never survive in a large scale application.

At the 2005 HIP workshop, Lopresti presented his plans to leverage the HIP problem by constructing
HIP challenges which offer simultaneous benefits to both security and pattern recognition [50]. The goal is
to harness the cognitive “horsepower” of the millions of legitimate users who are required to solve the HIPs.
Instead of constructing a contrived challenge, use real world problems which current computers struggle with
and also use prior user input as ground truth training data.

Also at the 2005 HIP workshop, Chew and Tygar presented a similar idea as Lopresti known as Collab-
orative Filtering CAPTCHAs. Collaborative filtering CAPTCHASs are challenges where the ground truth
answer is not known [28]. Instead, challenges are graded by comparing their response to the responses of
other users. They suggest designing a challenge which evokes some aspect of humanity which is difficult to
quantify such as quality in art, emotion, philosophical views, or humor. While their results are inconclusive,
the direction for future work is an exciting area.

An interesting project known as reCAPTCHA, which is based on Lopresti’s and Chew’s ideas, has been
developed at CMU [87]. The project is implemented as a web service (first suggested in [30]) that provides
images of words from physical books as HIP challenges. The images are of words which modern OCR systems
have failed to recognize. Since no ground truth is known for the word, two words are presented: 1 which the
ground truth is known for and 1 which the ground truth is not known for. If the user correctly transcribes
the word for which the ground truth is known, it is assumed that the other transcription is correct as well.
After several people have transcribed an unknown word as the same string, it can then be labeled as ground
truth with the transcription.

In October 2007, researchers attempted to avoid laundry attacks by animating the answer of the HIP
inside the test itself [2]. A laundry attack is when the attacker posts the challenge to a malicious site and
convinces unsuspecting visitors to solve the challenge for them (also known as the pornographer-in-the-middle
attack in [50]). The HIP proposed is a Java applet where various objects are randomly animated inside the
test window. The user is given a question and told to click on the correct answer. The animation prevents
the unsuspecting user from inadvertently telling the attack where the answer is (as the object is constantly
moving).

In hopes of providing an alternate for blind users, researchers at Towson University and the University
of Notre Dame developed an audio and image based HIP [42]. The proposed HIP combines a photo of an
object and the sound which the object makes (e.g., a photo of a cow and a clip of “moo-ing”). The challenge
then becomes to identify the object that they see and hear. While this type of HIP may be easy for humans
and hard for machines, these challenges cannot be automatically generated. Currently only 15 different
image/audio combinations have been proposed. Since these challenges must be manually constructed and
the list is finite in length, an attack against this HIP would be incredibly trivial. Therefore, while this is a
valiant effort to provide accessibility to those with disabilities, it fails to meet the requirement that challenges
can be automatically generated.

3.3.5 Attacks on HIPs

While there has been a lot of research devoted to creating successful HIPs, there has also been a considerable
amount of interesting research devoted to the breaking of HIPs [67]. Note that the definition of “breaking
a HIP” is to solve the HIP with an automated computer program (see [91] for further clarification of this
ambiguity).

In June 2003, Mori and Malik used shape context matching to solve EZ-Gimpy with 92.1% accuracy and
Gimpy with 33% accuracy [56]. They are credited with the first successful attack against image based HIPs
which require the transcription of distorted text.

Also in June 2003, the shape context matching was used again to achieve 93.2% accuracy on the EZ-
Gimpy challenge [82]. This technique computed the cost between templates and the images as the average
symmetric chamfer distance of the letters and the variance of the letter distances. The use of two templates
raised their accuracy from 89.5% to a Mori-and-Malik-beating 93.2%.



In June 2004, distortion estimation techniques were used to solve EZ-Gimpy with 99% accuracy and
Gimpy-r with 78% accuracy [57]. Due to the limited and fixed size of EZ-Gimpy’s dictionary, every challenge
image was easily tested against a template database. The distorted template image with the best correlation
was returned as the result. Gimpy-r does not rely on a dictionary, and therefore required local distortions
to be removed via distortion estimation techniques.

Also in June 2004, the first attempt was made at solving an image-based HIP which did not require the
transcription of distorted text. The HIP required users to tell time from a distorted clock face. However,
researchers were able to successfully solve this HIP with 87.4% accuracy [94]. Their method used 4 types of
Harr wavelet-like features and AdaBoost to detect the clock face.

Later in 2004, researchers at Microsoft Research attacked several commercial HIP implementations with
surprisingly high accuracy (80%-95%) [23]. They learned that most HIPs are pure classification tasks which
can be broken with machine learning. Convolutional neural networks were used to perform character recogni-
tion. Their attacks had the most difficulty with the segmentation task, not the recognition task. Therefore,
they suggested that researchers focus their efforts on building HIPs which rely on the segmentation task
instead of the recognition task (ScatterType used this recommendation). It was later confirmed in July
2005 that computers are as good as, or better than humans at recognizing single characters under common
distortion and clutter techniques [21].

In March 2005, the Holiday Inn Priority Club HIP was broken using linear regression and rotation of
axes to undo the rotation of the string and bivariate Haar wavelet filters to recognize the characters [1].

In December 2007, simple pattern recognition algorithms were used to exploit design errors in several
commercially available HIPs [92] and achieved near 100% accuracy. All previous attacks have focused on
computer vision or machine learning algorithms, but researchers at Newcastle University chose to use a much
simpler approach: letter-pixel counting. They found that several implementations distorted characters, but
the pixel counts of the letters remained constant.

Many non-academic related attacks have also been informally documented on blogs and websites. Security
analysts also recently confirmed that automated attacks have been reasonably successful at solving the
Google, Yahoo! and Microsoft HIPs. While there is no published literature on the attacks, logs show
that spammers are becoming more and more successful at attacking existing HIPs. Security experts are
also concerned with the pornographer-in-the-middle attack where a spammer captures a HIP challenge and
serves it to an unsuspecting user who is trying to access a website which the spammer has control over
[50]. Furthermore, it has been theorized that spammers are outsourcing the solving of HIPs to third world
countries. While this does require a spammer to pay a human for the answers to these HIPs, the value of
the email account is often much more than the cost required to solve the HIP.

4 Research Approach and Methodology

The experiment will be evaluating the usability and security of the standard tag set and the extended tag
set. The standard tag set consists only of author-supplied tags on the given video. The extended tag set
consists of the standard tag set, words in the title of the video, stems of the tags, synonyms of the tags, and
tags from neighboring videos. The two tag sets are formalized below.

4.1 Definitions

Author Supplied Tags AST(v) = {t1,t2...t,} where ¢; is a tag of video v. This is the set of tags
chosen by the author who originally uploaded the video to the online video website. Since there is
no requirement on the quality or number of tags required during the upload process, they can be a
poor representation of the video. However, authors are motivated to correctly tag their video because
poorly tagged videos will not show up in relative searches.

Author Supplied Title ASL(v) = {t} where ¢ is the title of video v. The title is chosen by the author
during the upload process. The same data reliability issues are present with the title as are with the
tags.
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Stemming of Tag STM(t) = {s} where s is the stem of tag t. The porter2 algorithm [64] (based on [65])
will be used.

Synonyms of Tag SYN(t) = {s1, s2,...5,} where s; is a synonym of tag ¢. An online thesaurus will be
queried to accomplish this task.

Neighboring Videos N(v) = {n1,na,...n;} where n is a neighboring video of video v where a neighboring
video is defined as: n € N(v) if 3t such that t € AST(v) and t € AST(n). This set is partially ordered
on the strength of the link, where videos that have more overlapping tags come first. Informally,
neighboring videos are two videos which share at least 1 author supplied tag. The hope is that videos
that share tags are about related concepts.

Challenge Response RES(v) = {t} where t is the user’s response to video v. This set contains a single
value, which is the user’s guess at the correct tag for video v.

Score Set S = {s1,52,...5.} where s; is the user’s score from round i. Given the scoring rules defined
below, it is possible that multiple rounds of the video HIP will be required before a user is considered
to have passed the HIP. This set consists of the scores which they achieve in each round. There is no
maximum number of rounds. Brute force attacks will be prevented using the scoring rules below.

4.2 Experiment

The experiment will use the data collected during the user study to validate the hypothesis. The hope is
that the extended tag set will produce an easier video HIP for humans. To determine if a user has passed
the HIP, a score is computed using their responses. The score for round 7 can be computed as follows:

wagr if RES(’U) S AST( )
wasy if RES(’U) S ASL(
) wsrm if RES(v) € STM(AST(v))
%=\ wsyy if RES(v) € SYN(AST(v))
WNV if RES(U) € AST( ( ))

0.0 else

The tag database for the control will consist only of author-supplied tags. The user will be required to
exactly match their tag to one of the author supplied tags in a single round. Since only 1 round exists in
this method (there are no partial points and therefore only 1 round), the pass/fail can be determined if they
scored a 1.0 in any round. More formally, the control uses the following assignments:

|S| = Lwasr = 1.0;wasr, = 0;wsram = 0;wsyny = 0;wyy = 0.

The database of ground truth tags will then be extended to include more than just the author supplied
tags. As mentioned above, the database will also include tags of neighboring videos, alternate forms of the
author supplied tags, and words from the author supplied title. These methods will attempt to be more
flexible to human responses.

The above weights (w,) will be determine after the user study by searching the space to find the ap-
propriate values. However, they must satisfy the requirement that w, < 1.0. An estimated interval for the
values is: 0.5 < w, < 1.0. Informally, this means that a user will pass the HIP if they guess appropriate tags
for two consecutive videos (|S| = 2). To pass the HIP, users will need to achieve a score of 1.0 or better as a
sum over the previous 2 rounds. For example, if during the first round the user scores a 0.6 and during the
second round the user scores a 0.5, they are considered to have passed. However, a user with S = {0.6,0.3}
will not pass because the score from two consecutive rounds do not sum to > 1.0. Intuitively, this prevents
brute force attacks. More formally, the pass/fail can be defined as:

PASS if 35151‘4.1 € S such that S; + Si+1 Z 1.0
FAIL else

The tag relationships can easily be modeled using a weighted undirected graph. Videos and tags corre-
spond to nodes, while the scores correspond to the weights of the edges between the nodes. Determining
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the score for a given round would consist of a simple breadth-first search (BFS) of the graph starting at the
video.

4.3 Detalils of User Study

A user study including at least 30 participants will be held to collect challenge responses of 30-50 videos.
The results of the user study are extremely important and will ultimately help validate or invalidate the
hypothesis. Participants will be unpaid volunteers who are willing to contribute 30 minutes of their time.
The experiments will be conducted on campus in a controlled environment. The user study will measure a
number of important values:

The participant’s demographics (age, gender, educational background, etc).
Time required to submit answers for each challenge.

Answer submitted for each challenge.

A subjective rating of how easy each challenge was.

The users will not be provided with the pass/fail decision from the HIP. The pass/fail decision will be
computed in an offline, post-processing fashion using the different sources of tags. This will allow for early
data collection and the offline validation of the hypothesis.

4.4 Proposed Attack Vector

The user study will only be able to determine if the extended method is easier for humans. A task which
is trivial for humans and also trivial for machines is not a valuable HIP. Due to time limitations, a single
attack will be attempted: a tag-based frequency attack.

The tag-based frequency attack would require the attacker to mine the underlying tag database and use
the most frequently occurring tag. This would guarantee a relatively high success rate as compared to other
potential tags. To simulate such an attack, a large sampling of video/tag sets will be gathered [37]. The
data will be gathered by using the publicly available YouTube API. Preliminary investigation shows that
generating a truly random sampling of videos is not possible due to limitations in the API [60]. Large social
networks are typically sampling using the snowball sampling method [41] where new entities are discovered
by traversing relationships of existing entities. This method severely biases well-connected entities. To
mitigate this, multiple starting points into the network will be used. The frequency-based attack will be
parameterized by a probability distribution on tags and the results will be presented using the reverse ROC
method.

Care will be made in the design of the system to reduce the success of such an attack. Using the
psuedo-random sampling of videos described above, frequency analysis of tags will be performed and used
to prune frequently occurring tags out of the database of ground truth tags. While this has the potential to
reduce usability, tags which frequently occur will often be generalizations which carry very little descriptive
information. Other modes of attack are possible, but will not be considered (see limitations section below).

5 Limitations and Key Assumptions

5.1 Limitations

This research will not explore all possible attack vectors on the video HIP. While it is relatively easy to prove
that a specific attack was unsuccessful against the video HIP (for example, a frequency based attack), it is
impossible to show that an implementation is secure against all possible attacks. The author acknowledges
that computer vision and content based video retrieval attacks could be a successful attack vector. While
it is out of the scope of this research to attempt attacking the video HIP in such a way, the author gladly
welcomes future attacks by other researchers.

Very few HIPs are capable of being accessible by users with perceptual disabilities (see section on Text
based HIPs above). Image-based HIPs are inaccessible by blind users. Audio-based HIPs are inaccessible by
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deaf users. Because video-based HIPs provided both visual and auditory cues, a video HIP has the potential
to be more accessible than existing methods.

5.2 Assumptions

It is assumed that it is impossible and impractical to replicate the entire database of online videos. The
amount of storage and bandwidth required to perform such a task would be prohibitively expensive. Online
video databases continue to grow at an astronomical rate (for example, it was reported in May 2006 that
over 60,000 new videos are uploaded to YouTube every day).

Furthermore, it is assumed that an actual implementation of a video HIP would proxy the videos in
some fashion. Streaming the content directly from the video content providers to the user exposes the source
of the video stream. An attacker would easily be able to grab the author supplied tags from the original
page. Proxying the video would require the HIP service to cache videos from many popular video content
providers. When a HIP challenge is requested, the video would be streamed from the HIP service instead of
from the video content provider in order to mask the original source.

6 Contributions

The first major contribution will be the concept of a video HIP, as video has not yet been explored as a
presentation format for HIPs. An example of a video HIP will be prototyped and evaluated. The vulnerability
of the system against a frequency based database attack will be assessed and documented. The results of
the user study will determine whether users are able to successfully pass the video HIP.

Regardless of the outcomes of the user study and the attempts at attacking the video HIP, a knowledge
contribution will be made:

’ H Easy for Machines \ Hard for Machines ‘

Easy for Humans || Minor contribution | Significant contribution
Hard for Humans || Minor contribution Minor contribution

If the video HIP is resilient against attack and easy for humans to solve, the contribution will be a secure and
user friendly HIP. All other outcomes will result in a minor contribution, which demonstrate the limitations of
the video HIP. Regardless of the outcomes of the user study and attack attempt, several minor contributions
will be made.

As described in the above section, a HIP has the following desirable properties: Automation, Open,
Usability, and Security. The first two properties are clearly met. The second two properties will be evaluated
by the user study and database attack attempt.

The following table relates the results of the user study and the attack experiment to the overall outcome.
Notation: Ug is the usability (human success rate) for the control, Ug is the usability (human success rate)
for the extended method, S¢ is the security (attack success rate) for the control, and Sg is the security
(attack success rate) for the extended method.

’ I Uc > Ug \ Uc < Ug |
Sc < Sg || Negative Result Positive Result
Sc > Sg || Negative Result | Negative Result

7 Proposed Chapters and Timeline

7.1 Introduction

The general problem area, the specific problem, why the topic is important, research approach, limitations
and key assumptions, and contribution to be made by the research are described. Thesis statement is
presented here.
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7.2 Background

A complete survey of theory base, motivations, and prior research of HIPs.

7.3 Methodology

Describe how the hypothesis was tested (experiments, data collection techniques, measurement techniques,
participant selection, participant demographics, etc).

7.4 Results

Present the data from the experiments. Analyze and explain the results and draw conclusions in a discussion
section.

7.5 Conclusion

Summarize the thesis and with an emphasis on the results and contributions. Restate the hypothesis and
validate the hypothesis with the results. Make suggestions for future work.

7.6 Timeline (Tentative)

The writing process is an on-going process and will occur in parallel with the major milestones listed below.

| Date | Ttem ‘
May 1, 2008 Thesis proposal completed and submitted to reader for approval.
June 1, 2008 Begin data collection from experiments.
July 1, 2008 Run, collect, and analyze results.
August 8, 2008 | Final defense.
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