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1 Problem, Hypothesis, or Question

HIPs, or Human Interactive Proofs, are a method used to differentiate between humans and ma-
chines on the internet, and are typically implemented as distorted text which the user must correctly
transcribe. HIPs should be easy for a machine to automatically generate, easy for a human to solve,
and difficult, or impossible, for a machine to solve. Current implementations include recognizing
a string of distorted characters [7], choosing the correct annotation for an image [6] [8], or tran-
scribing an audio clip with noise [9]. The use of video in HIP challenges has not yet been explored.
The major questions to be answered are: can a video based HIP be an effective and user friendly
method of exploiting the gap between human intelligence and machine learning, and what types of
attacks might be used against such a system?

2 Importance of Research

Differentiating between a user and machine over the internet has significant importance in the fields
of internet security, artificial intelligence, and machine learning. Currently, HIPs prevent robots
from signing up for free online services (such as email accounts), abusing online polls, providing
biased feedback, and spamming innocent users.

3 Theory Base for Research

In 1950, Alan Turing provided an operational definition of intelligence using the imitation game
[13]. The proposed Turing test is administered by a human and taken by a machine. If the machine
can trick the human into believing that the machine is also a human, the machine is said to have
passed the Turing test. In contrast, HIPs are administered by a machine but taken by a human.
The burden is on the human to convince the machine that he/she is in fact human. In this way,
HIPs are analogous to reverse Turing tests.

In 1996 unpublished draft, Moni Naor theorized nine possible sources for HIPs [11]. They
included text based, image based, and speech based challenges. These three media formats (text,
image, audio) have served as popular choices for HIP implementations. The current trend in online
media is towards streaming video. The next logical media format choice for HIPs is video.



4 Significant Prior Research

Prior research has shown that requiring a user to recognizing characters in a string of distorted
text is not the only reliable method. Image based HIPs, such as those developed by Monica Chew
and J. D. Tygar [6], have proved both secure and easy to use. Due to the amount of challenge data
involved, video HIPs have the potential to be more secure than image based HIPs.

There has been extensive research done in the area of HIPs at the Palo Alto Research Center
[7] [5], Bell Laboratories [9], Microsoft Research [8] [4], Carnegie Mellon University [14], Lehigh
University [7] [5] [2], University of California at Berkeley [6], and the University of Buffalo, CEDAR
[12] . There have been two international workshops on HIPs [3] [1]. Independent user studies have
been conducted to determine the “user friendliness” of the different HIPs. Most text based HIPs
[14] [5] are no longer secure against attacks such as recognition via neural networks [4] and shape
matching [10].

5 Possible Research Approach or Methodology

Once an implementation of the video HIP has been developed, a user study with at least 30
participants will be conducted to evaluate the user friendliness of the HIP. The study will evaluate
how long it takes a user to solve the HIP and the user’s success rate, followed by a subjective user
ranking of how easy the HIP was to solve. Attempts will be made to attack the implementation
using methods such as database replication, brute force, and pattern recognition techniques.

6 Potential Outcomes and Importance of Each

A new method for differentiating between humans and machines will be developed. The vulnera-
bility of the system against one or more attacks will be explored and documented. The results of
the user study will determine whether users are satisfied with the proposed approach.

Regardless of the outcomes of the user study and the attempts at attacking the video HIP, a
knowledge contribution will be made:

H Vulnerable to Attack \ Resilient Against Attack

Easy for Humans to Solve Minor contribution Significant contribution
Difficult for Humans to Solve Minor contribution Minor contribution

If the video HIP is resilient against attack and easy for humans to solve, the contribution will
be a secure and user friendly HIP. All other outcomes will result in a minor contribution, which
demonstrate the limitations of the video HIP.
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